MHO®OPMALMOHHASA NMAMATKA
AnA ObYYAKOLWUNXCA ANnA PASMELLEHUA
HA O®UUUNAJIbHbIX UHTEPHET-PECYPCAX

C KaxgblM rogoM MOSMOAEXM B MHTEPHETE CTaHOBUTLCA Gonblue, a LUKOMbHUKM
OHU N3 caMbIX aKTUBHbIX norb3oBatenen PyHeta. Mexagy Tem, NOMUMO OFPOMHOIo
KOnmn4yecTBa BO3MOXHOCTEN, UHTEPHET HeceT 1 Npobnembl. ATa NamMaTka A0SMKHA NOMOYb
Tebe 6e30nacHO HaxoaUTbCHA B CETU.

KomnbloTepHble BUPYCHI

KoMnbloTEpPHbIN  BUMPYC - 3TO pPasHOBUOHOCTb KOMMBKOTEPHbLIX Mporpamm,
OTNIMYUTENBHOM OCOBEHHOCTBLID KOTOPOM SIBNSETCA CMOCOBHOCTb K pasmMHOXeHuto. B
AOMNOJSTHEHME K 3TOMY, BUPYCbI MOTYT NOBPEAUTb UMW MOMHOCTLIO YHUYTOXUTL BCe ddanrbl
W AaHHble, NOAKOHTPOSbHblE MONb30BaTEmN, OT MMEHM KOTOporo Obina 3anyuieHa
3apaxeHHasa nporpaMmma, a Takke NoBpefuTb UNN JaXe YHUHMTOXUTb OnepauuOHHYIO
cUCTeEMYy CO BceMmu dhannamu B LenomMm. B GonblUMHCTBE CrydYaeB pacnpoCTpaHarTCA
BMPYCbl Yepe3 MHTEpPHeT.

MeToAbl 3aWmMTbl OT BP€AOHOCHbLIX NMporpamm:

1. Wcnonb3yin coBpeMeHHble onepauuoHHblE CUCTEMbI, UMEIOLNE Cepbe3HbIN
YPOBEHb 3aLUMTbl OT BPEAOHOCHbIX NporpamMmm;

2. T[locTtosHHO ycTaHaeBnmBah natuM  (UMdpPoBbLIE  3annaTtky, KoTopble
aBTOMATUYECKN YCTaHABNMBAKTCA C Uenblo aopaboTku nporpammbl) U apyrue
oBHOBMNEHNA CcBOEN onepaumoHHon cuctembl. CkaumMBanm MX TONbKO C odmumnanbHOro
canta paspabotunka OC. Ecnu cywecTtByeT pexumm aBTOMaTM4YecKoro OBHOBREeHus,
BKIHOYM €rO;

3. Pabortan Ha cBOeM KOMMbIOTEPE NOA4 NpaBaMyM Monb3oBaTens, a He
agMuHUCTpaTopa. OTO He NOo3BOSIMT  OOMbLUMHCTBY BPELOHOCHLIX  Nporpamm
WHCTanNNMpoBaTbCs Ha TBOEM MNEPCOHANTbHOM KOMMNbIOTEPE;

4. Wcnonb3ym  aHTUBUPYCHblE  MpPOrpamMMHble  MPOAYKTbl  U3BECTHbIX
npousBoguTeneun, C asTomaTm4yeckum obHoBneHnem 6as;

5. OrpaHunyb m3n4eCKnin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NnL;

6. Mcnonb3yn BHELLUHWE HOCUTENW MHOpMaLMn, Takne Kak donewlka, UCK unu
dann n3 NHTepHeTa, TONbKO M3 MPOBEPEHHBLIX MCTOYHUKOB;

7. He oTKkpblBan KoMMbloTEpPHble dansbl, MNOMyYEeHHble W3 HeHaOeXHbIX
MCTOYHUKOB. [laxxe Te gpannbl, KOTOpbIe NpuUcnan TBoW 3HaKoOMbIN. Jlyylle yTOYHM Y Hero,
OoTNpasnsn nm oH Tebe ux.

Cetn Wi-Fi

Wi-Fi - aTO He B nepedayn AaHHbIX, HE TEXHONOIMS, a BCEro nub OpeHa,
mapka. Ewe B 1991 rogy HugepnaHackasi KomnaHua 3apernctpuposana 6peng "WECA",
yto obos3Hayano cnosocoyveTaHne "Wireless Fidelity", koTopbin nepeBoaMTCHa Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu gowna apyras abbpesunatypa, KoTopas sSBMsSieTCA Takon xe
TexHonorven. 910 abbpesnatypa "Wi-Fi". Takoe Has3BaHue BbIIO AaHO C HAMEKOM Ha
cTaHOapT BbiCclwen 3BykKoBouM TexHukn Hi-Fi, 4yto B nepeBoge o3Ha4daeT "BbicOKas
TOYHOCTbL".



[a, 6ecnnaTtHbli UMHTEPHET-OOCTYN B kade, OTensxX U asponoprtax sABnseTcs
OT/IMYHOMN BO3MOXXHOCTbI BbIXO4a B WHTEpHeT. Ho MHOrMe akcrnepTbl CYMTAKOT, 4YTO
obwepnoctynHble Wi-Fi ceTn He aBnatoTca 6e3onacHbIMM.

CoBeTbl N0 6e3onacHoCcTU paboTbl B obwenoctynHbix cetax Wi-Fi:

1. He nepegasan CBOO NMYHYO MHGOpMaumio Yepead obwenoctynHole Wi-Fi ceTw.
PaboTtas B HuX, xenaTtefnbHO He BBOAUTb Naposiv A0CTyna, JIOrMHbI U Kakme-To HOMepa,;

2. Acnonb3yn n o6HOBASI aHTUBUPYCHbIE NporpaMmmbl 1 bpaHamayep. Tem caMmbim
Tbl 06e3onacuilb cebs OT 3aKayku BUpyca Ha TBOE YCTPOMCTBO;

3. Mpwn ucnonb3doBannm Wi-Fi oTkntoum dyHkumio "O6wmin gocTtyn K dannam u
npuHTepam". [aHHas yHKUMA 3akpbiTa N0  YMOMYaHWIO, OAHAKO HEeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobceTea ncnonb3oBaHus B paboTe unm yyebe;

4. He ncnonb3yn nybnuuubin WI-FI ans nepegaym nNu4YHbIX AaHHbIX, Hanpumep
AN BbIXO4a B coLManbHble CETU UMW B 3NIEKTPOHHYIO NOYTY;

5. icnonb3yi Tonbko 3alumileHHoe coeamHeHne yepe3 HTTPS, a He HTTP, T.e.
npwn Habope Beb-agpeca BBoAM MMeEHHO "https://";

6. B wmobunbHom TenedoHe oTknoum dyHkuuo "MogknoveHne Kk Wi-Fi
aBTOMaTu4eckun". He gonyckanm aBToMaTn4eCcKoro NoaknioyeHuns yctponcrea k cetam Wi-
Fi 6e3 TBOEro cornacus.

CouunanbHble ceTu

CoumarnbHble CETU aKTUBHO BXOAAT B Hally XW3Hb, MHOrMe nwoan paboTtarT u
XUBYT TaMm NOCTOSAHHO, a B Facebook yxe 3apeructpupoBaH Munnmapg 4YenoBek, 4To
ABNAETCA OOHOW CeadbMON BCexX Xutenem nnaHeTtbl. MHoOrme mnonb3oBaTenn He
NMOHUMAIOT, YTO MHAOPMaLUS, pasMeLLeHHass UMN B COUMArbHbIX CETSX, MOXET ObliTb
HangeHa W UCMonb30oBaHa KeM YrogHo, B TOM 4ucre He obsasaTtenbHo ¢ 6narumm
HaMepeHNAMMN.

OcHoBHble coBeTbl N0 6€30NaCHOCTU B COUManbHbIX CETSX:

1. OrpaHunyb cnvcok apysen. Y 1ebs B Apy3bsix He OOMKHO BbITb CriyYanHbIX U
HEe3HaKOMbIX J0aeMn;

2. 3awmuian CBOK YacCTHYH XWU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca,
AaTy TBOEro POXAEHUS U OPYryK JMYHYK MHGOpPMauMio. 3M0YMbILLIIEHHUKMA MOTYT
MCnonb3oBaTbh Adaxe WHPOPMaUMK O TOM, Kak Tbl M TBOM pPOAUTENM NNaHUpyeTe
NPOBECTU KaHUKYNbI;

3. 3awumuian CBOK penyTauuio - epXn ee B YMCTOTe M 3agaBan cebe BOMpoc:
xoTen Obl Tbl, YTOObLI ApyrMe nonb3oBaTenn BUAENU, YTO Thl 3arpyxaewb? Nogyman,
npexae 4em 4to-To onybnukoBaTb, HaNUcaTb U 3arpy3unTb;

4. Ecnu Tbl rOBOPUWb C FOOAbMW, KOTOPbIX HE 3Haellb, He WCMOoMb3yn CBOE
peanbHOE UMS 1 OPYrYH NUYHY MHOPMaUUK: NMS, MECTO XUTENbCTBA, MECTO y4ebbI
N npoyee;

5. N3beran pasmellueHna dotorpacdun B WNHTEepHeTe, roe Tbl n3obpaxeH Ha
MECTHOCTM, MO KOTOPOM MOXHO OMNpeaesiuTb TBOE MECTOMOSNOXEHNE;

6. MNpu pernctpauum B coumanbHOM CETU HEODXOAMMO MCMNOMb30BaTh CIOXHbIE
naponu, coctosme n3 6yks n LMdp 1 C KOIMYECTBOM 3HAKOB He MeHee 8;



7. na counanbHOW CeTWU, NOYTbl U OPYrMX CaMToB HEOBXOo4MMO WUCMONb30BaTb
pasHble naponu. Toraa ecnu 1eba B3NOMaroT, TO 3MOYMbILUMEHHMKN NoyyYaT AOCTyn
TONBbKO K OAHOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIE AeHbIM

ONEKTPOHHbIE [AEHbMM - 3TO O4veHb yAoOHbIM crnocob nnatexen, OAHaKo
CYLLLECTBYIOT MOLLUEHHMKWN, KOTOPbIE XOTAT NOSYYNTb 3TN OEHbIN.

OneKTpOHHbIE AEeHbrM MOSIBUNIUCL COBCEM HEAAaBHO M MMEHHO W3-3a 3TOro BO
MHOMMX rocygapcreax 40 CUX Nop He MPOnMcaHo NPo HUX B 3aKOHaX.

B Poccun xe oHM OyHKUMOHUPYIOT U O HUX yXKe NPOMMCaHO B 3aKOHe, rge ux
pas3nenstoT Ha HECKONbKO BMAOB - @aHOHUMHbIE U HE @aHOHUMHbIE. PasHuua B TOM, YTO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTca npoBoAuTbL onepaumn 6e3
noeHTMdrKaumm nonb3oBaTens, a B HEaHOHMMHbIX WAOEHTUUKAUUA NoNb3oBaTens
sBnsaeTcs 06s3aTenbHOMN.

Takke cnegyeT pasnuyaTb OfEKTPOHHble  umaTHble AeHbrn  (paBHbI
rocydapCTBEHHbIM BanoTam) W 3feKTPOHHble HeduaTHble [OeHbrM (He paBHbI
rocyaapCTBEHHbIM BarntoTam).

OcHoBHble coBeTbl No BesonacHon paboTe C ANEeKTPOHHbIMU OeHbraMMu:

1. MNpuBsxkn K cyeTy MOBUNBLHBIN TenedoH. BTo cambli YOOOHbIN U BbICTPbIN
cnocob BOCCTaHOBUTbL A0CTyn K cudeTy. [lpmBs3aHHbIM TenedoH MOMOXeT, ecnu
3abynellb CBOM NNaTeXHbIN Naposb UK 3angellb Ha CauT C HE3HAaKOMOIO YCTPOWCTBA;

2. Wcnonb3yn opgHopasoBble naponu. [locrne nepexoga Ha YCUNEHHYHO
aBTopm3aumo Tebe yxe He OygeT yrpoxaTb OMAacCHOCTb Kpaxu WM nepexsaTta
nnaTexHoro napons;

3. Boibepu cnoxHbi naponb. MNpecTtynHukam 6yaeT He NpOCTo yragaTb COXHbIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKOYaOT B ceb5A CTPOYHbIE 1 NPOMUCHBbIE BYKBbI, LMPbI U HECKOSIbKO CUMBOJSIOB, Takune
Kak 3Hak gonnapa, dpyHTa, BocknmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBEPSELLb.

ONeKTpPoHHas noyTa

OneKTpoHHasl noyTa - 3TO TEXHOMOrMs U NpedocTaBfseMble € YCryrn no
Nepechbifike N MNOSMYYEHUKO 3SNEKTPOHHbLIX COOOLLEHMI, KOTOpble pacnpenensitotca B
KoMnbtoTepHOM ceTu. OObIYHO 3MEKTPOHHbLIA MOYTOBbLIM AWK BbIrMGAUT Creayrowmm
obpasom: ums_nonb3oBaTtena@uMs_aomMeHa. Takke Kpome nepegaym npoctoro TekcTa,
nMeeTcsa BO3MOXHOCTb NnepeaaBaTtb oansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHOM MOYTOMN:

1. Hago BbibpaTtb NpaBurbHbI NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrPOMHbIN
BbIOOp 6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OQHAKO Jydlle JOBEPATb TEM, KOrO 3HaeLLlb U
KTO NepBbI B PEUTUHTE;

2. He ykasblBa B NUYHOM MNOYTE JMYHYKO WHGOpMauuio. Hanpumep, nydwe
BbIGpaTh "My3blKanbHbIN_aHaT@" nnn "pok2013" BmecTto "temal13";

3. Wcnonb3yn OByxaTanHyo aBTopu3aumio. ITO Korga NOMUMO Maposns HYXHO
BBOAMTb KO, npucbinaembln no SMS;



4. Bbibepu crnioxHbiv naposnb. [Ans kakgoro no4ToBOro Auimnka AoSmKeH ObliTb CBOM
HaOeXHbI, YCTONYMBBIN K B3ITOMY Maporb;

5. Ecnu ecTb BO3MOXHOCTb HanmcaTb CaMOMy CBOW JIUYHbLIA BOMPOC, UCMOMb3Yyi
3Ty BO3MOXHOCTb;

6. Mlcnonb3yn HECKOSTbKO MOYTOBbLIX ALWKUKOB. [1epBbin Ans1 YaCTHOM Nepernucku ¢
aZpecaTtamu, KOTOPbIM Tbl fOBepsiellb. JTO AMNEKTPOHHbIN aApec He Hago UCNOoNb30BaThb
npu pernctpaumm Ha oopymax n canTax;

7. He oTkpbiBan gpannbl 1 gpyrue BNOXEHUs B NUCbMaXx, AaXKe eCnn OHWU MpULLNu
OT TBOMX Apy3€en. Jlydlle yTOYHU Yy HUX, OTNpaBnsnn v oHn tebe atn hannel;

8. MNocne okoH4YaHMsa paboTbl Ha NOYTOBOM CEPBUCE Nepes 3aKpbITUEM BKNaAKu C
canToM He 3abyab HaxaTtb Ha "Beiitn".

Kn6epOynnuHr unu BupTyanbHoe nsgeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHme coobLLeHUsIMU, coaepXallummm ocKopbreHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe O0MKOTUPOBaHME C MOMOLLbIO
pasnU4YHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No bopbbe ¢ kKnbepbynnmMHrom:

1. He 6pocarica B 6ou. Jlyywmin cnocob: nocoBeToBaThbCs Kak cebs BeCTu n, ecnv
HeT TOro, K KOMy MOXHO 0BpaTUTbCHA, TO BHa4dane YCrnokouTbCcsA. Ecnu Tbl HavHelb
oTBeyaTb OckopbneHusMn Ha ockopbneHusi, TO TOMbKO elle Oonblue pasoxKellb
KOHQOINKT;

2. YnpaBnsu cBoen knbeppenytauyunen;

3. AHOHMMHOCTb B ceTU MHUMas. CyLecTBYOT CNOCOObI BbIACHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTouT BECTU XynuraHckuin obpas BMpTyanbHOW Xun3Hu. IHTepHeT domkecnpyet
BCE TBOM AENCTBUS U COXPAHSET UX. YaanuTb ux 6yaet KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBot BUPTYarnbHY YeCTb CMOSIOAY;

6. IrHopupyn eamHnyHbIM HeraTue. OgHOpPa3oBble OCKOPOUTENbHbIE COOBLLEHUS
nyywe nrHopuposatb. OBbLIYHO arpeccus nNpekpallaeTca Ha HavanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHUSIMU, B
coumarnbHbIX CeTAX €eCTb BO3MOXHOCTb ONOKMPOBKM OTNpaBKM  COOBLUEHUA C
onpeneneHHbIX agpecos;

8. Ecnn Tbl cBupgeTtenb knbepbynnuHra. TBoM OEWCTBUA: BbICTYNUTb MNPOTMB
npecregosaTens, MokasaTb €My, 4YTO ero [AeWCTBUS OLEHMBAKTCA HeraTuBHO,
noagepaTb XXepTBY, KOTOPOW HYXXHa MCUMXOSorMyeckasl MOMOLLb, COOBLLNTL B3POCIIbIM
0 hakTe arpeccrBHOro NOBEAEHUS B CETU.

Mo6unbHbIN TenecgpoH

CoBpemMeHHble cMapT(OHbI 1 NNaHWeTbl cogepxat B cebe BMonHe B3pOCIbIN
dyHKUMOHar, 1 Tenepb OHN MOTYT KOHKYpUpOBaTb CO CTaLMOHAPHbLIMW KOMMbOTEPAMM.
OpHako, cpeacTs 3awwmThl AN NoA006HbIX YCTPOMCTB MNOKa OYEHb Marno. TecTMpoBaHue u
NMOUCK YSI3BMMOCTEN B HUX MPOMUCXOAUT He Tak MHTeHCUBHO, Kak ansa K, 1o xxe camoe
KacaeTcst U MOBUMbHbBIX NPUNOXEHUN.

CoBpemMeHHble MOBUnbHbIE Bpay3epbl yXXe MpakTUYecku OOrHanm HacTOSbHble
aHanorun, ogHako pacwmpeHue dyHKLMoHana sBneveTt 3a cobon 60sbLIYH CNOXHOCTb U
MEHbLUYH 3aLMLLEHHOCTb.



[aneko He BCe npou3BOAMTENU BbINyCKalOT OBOHOBMEHUS, 3aKpbiBatoLLMe
KpUTU4eckne ysa3BMMOCTU NS CBOUX YCTPOUCTB.

OcHoBHble coBeThbl Ansa 6e3onacHOCTM MoOBUNbHOro TenedoHa:

Huyero He aBnsaeTca no-HacTodAwemy 6ecnnaTtHbiM. Byab OCTOpOXeH, BeAb Korga
Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITblI KakMe-To nnaTHble
ycnyru;

Adyman, npexage 4yem otnpasutb SMS, ¢goTo nnmn Bnaeo. Tbl TOYHO 3HaeELb, rae
OHu ByayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOETO CMapTAdOHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMMbl Ang MOBUnbHbIX TenedgoHOB;

He 3arpyxan npunoxeHuss OT HEU3BECTHONO WCTOYHMKA, Bedb OHU MOryT
cogepxaTtb BpeAOHOCHOE nporpamMmmMHoe obecrneyeHue;

Mocne Toro kak Tbl BblMAELb C CanTa, rae BBOAMUM JIMYHYO MHAOPMaLMIO, 3anamn
B HacTpovikm Bpaysepa n yganm cookies;

lMepunogmyeckn NpoBepsii, Kakne nnaTHble YCNyrM akTUBMPOBaHbl Ha TBOEM
HOMeEpE;

[aBan cBon Homep MOBUIbHOrO TenedoHa TONbKO NOASAM, KOTOPbIX Thl 3HaELUb
N KOMY JoBepsieLlb;

Bluetooth gormkeH 6bITb BbIKMOYEH, KOraa Thl UM He nonb3yelbcd. He 3abbiBan
NMHoraa npoBepsATb 3TO.

Online vrpbl

CoOBpeMEHHbIE OHMANH-UIPbl - 3TO KPACOYHble, 3axBaTbiBalOLUNE pPa3BreYeHus,
00beaNHAIOLLME COTHU ThICAY YEenOBEK N0 BCeMy Mupy. rpokn nccnegyoT AaHHbIA UM
Mup, obwalTca Apyr C APYroM, BbIMOSHAT 3a0aHWUS, CPaXKaKTCA C MOHCTpaMu U
nony4atoT onbIT. 3a yA0BONLCTBME OHM MATAT: MOKYyNalT ANCK, ONnadnBaloT aboHEMEHT
nnu npnobpeTaroT Kakne-To Onumu.

Bce atn cpenctBa nayT Ha nogaepkaHue M pasBuMTME UMPbl, @ Takke Ha camy
6e30nNacHOCTb: COBEPLLEHCTBYOTCA CUCTEMbI aBTOPU3aLnK, BbIMyCKaOTCA HOBbIE NaTyun
(umdpoBble 3annaTtku 4ns NPorpamm), 3aKpbiBatOTCA YA3BUMOCTM CEPBEPOB.

B nogoOHbIX urpax CTouT onacaTbCA He CTOMbKO CBOMX COMEPHUKOB, CKOJIbKO
Kpaku TBOEro naporsisi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTOpU3aumMm BOMbLUMHCTBA UTp.

OcHoBHble coBeTbl MO 6e30NacHOCTM TBOEro UFPOBOrO akKayHTa:

1. Ecnn ppyron urpok BegeT ceba nnoxo mnu cosgaet Tebe HenpuATHOCTMU,
3abnokunpym ero B Cruncke UrpoKos;

2. MNoxanyncsa agMuMHUCTpaTopaM WUrpbl Ha Mroxoe noBefeHue 3TOro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTesnibCTBa B BUAE CKPUHOB;

3. He ykasbiBay nu4yHyto nHdopmMaLmio B npodanne urpbl;

4. YBaxan gpyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeoduumanbHble NaTyn U Moabl;

6. Ncnonb3yn cnoxHble 1 pasHblie naponu;

7. Jaxe BO BpeMsI Urpbl HE CTOUT OTKNKOYaTb aHTUBMPYC. NoKa Tbl UrpaeLlb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.



PULLIMHI UK KpaXa NINYHbIX AaHHbIX

OGbIyHOM Kpaxewn OeHer U AOKYMEHTOB CEerogHs ye HWKOro He yauBULLb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMA 3IIO0YMbILLIIEHHUKU MEePEeMECTUNIUCL B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBunacb HoBas yrposa: MHTEPHET-MOLUEHHNYECTBa UK (PULLIVHT, rfaBHas
Lenb KOTOPOro COCTOMT B MOSTyMEHUN KOHpmMOeHUManbHbIX LaHHbIX NONb3oBaTenen -
NOrnMHoB 1 naponen. Ha aHrnuinckom s3bike phishing untaetca kak puwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBoUM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina
B3riOMaHa, To HeobxoaMMo 3abnoknpoBaTb ee U CoobLMTbL agMUHUCTPaTopam pecypca
06 9TOM Kak MOXHO CKopee;

2. Ncnonb3yn Ges3onacHble BebG-canTbl, B TOM 4uCre, UHTEPHET-MarasmvHOB U
MOWCKOBbIX CUCTEM,;

3. cnonbayii cnoxHble 1 pasHble naponu. Takum obpasom, ecnm Tebst B3anomator,
TO 3NOYMbILUNIEHHUKM NoyyaT SOCTYN TOSMbKO K O4HOMY TBOEMY Npodumo B CETU, a He
KO BCEM;

4. Ecnn Tebsa Banomanun, To HeobxogMmo npeaynpeauTb BCeX CBOUX 3HAKOMBbIX,
KoTopble gobasrieHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3nomanu n, BO3MOXHO, OT
TBOEro MeHun BygeT paccbinaTtbCa Cnam U CCbISIKM Ha (PULLMHIOBbLIE CanThl;

5. YctaHoBu HagexHbii naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNO4YN coxpaHeHne napons B 6payaepe;

7. He oTkpbIiBan ghannbl 1 gpyrue BNOXeHUs B NUCbMax, AaXKe eCrn OHWU MPULLNK
OT TBOMX ApYy3€en. Jlydlle yTOUYHU Yy HUX, OTNpaBnsanu niv oHn tebe atn dannoi.

LUudpoBas penyraums

Lindposas penytauus - 370 HeratMBHasi Unv NO3NTUBHAA MHGOPMaUKSA B CETU O
Tebe. KomnpomeTupywowaa wHpopMaunsa, pasmeweHHass B WHTEPHETe, MOXeT
cepbe3HbIM 00pa3oM OTPasnTbCHA Ha TBOEKW pearibHONM Xn3Hu. "LindpoBas penytaumnsa” -
3TO TBOW UMUOXK, KOTOPLIM ddopMUpyeTcs n3 nHgopmaumm o Tebe B MHTEPHETE.

TBOE MecCTO XuTenbcTBa, y4ebbl, TBOE (PUHAHCOBOE MOSIOXEHME, OCOBEHHOCTM
Xapakrepa 1 pacckasbl 0 65IM3KnX - BCe 3TO HaKanMBaeTCs B CETU.

MHOrMe noApOCTKM  NErkOMbICIIEHHO OTHOCATCA K nybnukauum  niMYHOWM
UHopMauun B WHTepHeTe, He MOHMMasi BO3MOXHbIX MOCNeACTBUA. Tbl Jaxe He
CMOXellb goragatbCsl 0 TOM, 4YTO doTorpadus, pasmelleHHasa 5 neTt Hasapd, ctana
NPUYNHON OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBoux dpotorpadui u gpyrme OerUcTBUA MOTryT He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWIl 3Ty
MHopMauuio, nonasna v oHa B MOUCKOBbIE CUCTEMBI U COXPaHUIach fnv OHa, a rnaBHoe:
4yTO nogymalT o Tebe Ookpyxawlwme nau, KoTopble HamagyT M yBUOAT 3T0. Hantum
NHOPMAaLMIO MHOTO NET CNYCTS CMOXeT Ntobon - Kak M3 JobpbIx NOBYXOEeHUN, Tak U ¢
HaMepeHNEM MPUYUHUTL Bpes. OTO MOXET ObITb KTO YroAaHO.



OcCHOBHbIEe COBETLI MO 3aLmTe LNMGPOBON penyTaLmm:

1. NMogyman, npexage 4em 4To-TO Ny6rmMkoBaTb U Nnepenasath y cebs B 6rnore nnm
B CcOLMarnbHOM CeTu;

2. B HacTponkax npoduns yCTaHOBU OrpaHUYeHust Ha NPOCMOTP TBOEro npodusis
N ero coaepXXmmoro, caernan ero Tofbko "ansa apysen”;

3. He pasmelwian n He ykasbiBanl WHGOPMaUUIO, KOTopasi MOXET KOro-nnbo
OCKOpOnATbL Unn obuxaTtb.

ABTOpCKOe npaBo

CoBpeMeHHbI€ LLUKOMbHUKKM - aKTUBHbIE NOSb30BaTeNy LMGPOBOro NPOCTPaHCTBa.
OpgHako faneko He Bce 3HaloT, YTO MOfb30BaHME MHOMMMW BO3MOXHOCTSIMU LIMGOPOBOIo
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHy COOCTBEHHOCTb.

TepMuH  "wHTennekTyanbHass COGCTBEHHOCTb" OTHOCUTCA K  pasfnyHbIM
TBOPEHUSAM 4YESIOBEYECKOr0 YMa, HayMHasi C HOBbIX W300pETEHUM U  3HAKOB,
obo3HavaLWwmx COBCTBEHHOCTb Ha MPOAYKTbl W YCMAyrkn, M 3akaH4uMBasi KHUramu,
doTorpadomamm, KNHOPUNbMaMU 1 My3blKanbHbIMU MPON3BELEHUAMN.

ABTOpCkME npaBa - 3TO MNpaBa Ha WHTENNEKTyanbHyd COOCTBEHHOCTb Ha
npou3BefeHNUss Hayku, nuTepaTypbl U UCKyccTBa. ABTOpPCKME MpaBa BbICTYNawT B
KayecTBe rapaHTUU TOro, YTO WHTESINEKTyasbHbIN/TBOPYECKUI TPYA aBTopa He byaet
HanpacHbIM, dacT eMmy CchnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax
CBOEro Tpyaa, nosyuymTb U3BECTHOCTb U NpuaHaHue. H1kTo 6e3 paspelueHnsa aBTopa He
MOXeT  BOCMPOM3BOAMTb  €ro  Npou3BegeHue,  pacnpocTpaHsaTb,  NyOnmn4Ho
AEMOHCTpUpOBaTb, nNpodaBaTb, MMMNOPTUPOBaATb, MNyckaTb B MpokaT, nybrnmMyHo
NCMOMHATb, NOKa3blBaTb/UCNONMHATL B 3dmpe nnu pasmewlaTs B IHTepHeTe.

Mcnonb3oBaHue "nupartckoro” nporpaMmmHOro obecneyeHus MoXeT NPUBECTU K
MHOTMM puUCKaM: OT MOTEpPU [LaHHbIX K TBOMM akkayHTam A0 OrOKMPOBKM TBOErO
YCTPOWCTBA, rAe yCTaHOBMEeHa HeneranbHas nporpamma. He ctont Takke 3abbiBaTb, YTO
CYLLIECTBYIOT NneranbHble 1 6ecnnaTtHble NporpamMmbl, KOTOPbIE MOXHO HanWTU B CETMU.

O noptane

CeTeBUYOK.pO - TBOW rMaBHbIA COBETYMK B CETU. 34eCb Tbl MOXELb y3HaTb O
6e30nacHOCTM B CETUM MOHATHbIM W OOCTYMHbIM A3bIKOM, @ MNPU BO3HUKHOBEHWN
KPUTUYECKON CUTyaL MM obpaTUTbCA 3a COBETOM. A TakKe NPUHATb y4acTue B KOHKypcax
N cTaTb caMbIiM LNPPOBLIM rpaxgaHNMHOM!



